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Abstract

In the past 10 years, within the research community there
has been a realization that IT professionals, much like
end-users, need support in performing privacy and security
tasks [1, 8, 13, 15]. Research studies have covered a wide
range of IT professionals, including developers [8], system
administrators [11], reverse engineers [18, 19], and privacy
engineers [14].
Developers, as one of the main players in the software
ecosystem, find it challenging to accomplish privacy and security tasks, partially because of usability issues. Poor usability of security libraries may lead to developers making
critical mistakes, e.g. when trying to establish a secure connection that leaves their applications open to man-in-themiddle attacks [5, 7]. System administrators, professionals in
charge of ensuring that systems run securely, also face difficulties in keeping up with security updates, deciding when

to update, and understanding the consequences of those updates [10, 11, 17]. Similarly, when it comes to privacy, developers may not always be aware of what data is being collected
through their applications by third-party libraries [3, 16]. System administrators face similar challenges, whether to establish if applications will violate users’ privacy or to comply
with requirements from regulations such as the EU’s General
Data Protection Regulation (GDPR).
In this paper, we focus on providing support for systematically evaluating the privacy properties of third party applications and libraries—research shows that professionals find
these types of privacy tasks hard [2, 14, 16].
While it would be great if professionals were able to identify the privacy consequences of their choices and decisions
before rolling out their products, evidence shows that it can
be hard to be aware of all the privacy nuances of a software
system. In particular, in the modern convoluted software development ecosystem, IT professionals often make use of
third-party tools, libraries, and components, adding many layers of complexity to their systems.
Responses from academia have been in the form of suggestions for better design of tools that can identify privacy
issues [6, 12]. Therefore, we propose a testbed that can assist
IT professional to understand the privacy behavior of their
applications in a controlled environment. In this short paper,
we describe three example use cases for such a testbed, and
provide an overview of the key functionality being developed
as part of its ongoing implementation.

1 Includes anyone who builds and maintains software systems such as
software developers, system administrators, privacy engineers, and testers.
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professionals1

We propose a testbed to assist IT
in evaluating privacy properties of software systems. The goal of the
testbed, currently under construction, is to help IT professionals systematically evaluate and understand the privacy
behavior of applications. We first provide three use cases to
support developers and privacy engineers, and then describe
key design considerations for the testbed.
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Motivation

Use Cases

Our proposed testbed can assist software developers, system
administrators, and privacy professionals, to run a large scale
analysis without the need to deploy any infrastructure or have
access to several (potentially costly) target devices. They will
be able to instantiate multiple virtual devices with various
versions of operating systems to facilitate executing privacyrelated analyses. We outline three sample use cases here to
illustrate the value in our testbed.

Copyright is held by the author/owner. Permission to make digital or hard
copies of all or part of this work for personal or classroom use is granted
without fee.
USENIX Symposium on Usable Privacy and Security (SOUPS) 2021.
August 8–10, 2021, Virtual Conference.
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Use Case 1. Developer Alpha wants to test their app, that
depends on multiple third-party libraries for functionality, to
check if it collects unnecessary data from users. Using our
testbed they can run their app on multiple virtual instances
of Android and iOS devices and get reports of the transmitted network data between the app and destinations (such as
servers and service platforms) on the Internet. The developer would only need to drop their app file into our user
interface and follow a wizard-based tool. Our testbed runs
multiple privacy tests against the file and produces a report
in a comma-separated format, which the developer can download for their own analysis. To assist the developer further,
the testbed provides an abstraction level where the raw data
is mapped onto a privacy-evaluation framework (e.g., Privacy
by Design [9] and LINDDUN [4]) to help them understand
the consequences of the collected privacy sensitive data. For
better coverage, our testbed will be able to run multiple analyses at once (e.g., Exodus2 and LibRadar3 ) to facilitate finding
privacy issues using multiple tools.

the thousands. This should include support for traditional
hosts and virtualized smartphone environments.
2. Orchestration - Once machines are launched, the user
should be able to automate application functions in order to test at scale without manual intervention. This
can include automated navigation within smartphone
applications, replaying of network traffic from previous
captures or simulated users of a chat application.
3. Data Logging - It is critical that the testbed features
sufficient logging capabilities in order to allow for data
analysis. As well as the obvious data such as network
traffic, this can also include live memory captures from
virtual hosts and automated screen captures of administrator and user screens.
The aim of the testbed is that the technology stack that
supports these three areas of functionality will be application
agnostic—i.e., no matter what application is being tested, the
system can facilitate deploying the virtual hosts and servers,
support orchestration through scripting and capture data, with
automated processing of the data using existing toolsets to
identify information leakage.
A further key aspect is extensibility. For an individual deployment of the testbed architecture, computation resources
will limit the number of virtual hosts that can be deployed. To
enable larger scale experimentation, the testbed will be extensible by design, and support multiple instances of the testbed
to be connected to provide much greater virtualization capacity. This does come with additional challenges, including
much more complex orchestration and bandwidth limitation
on the network links between testbed instances. These are
issues that we are exploring as we develop the initial version
of the testbed.

Use Case 2. Developer Beta wants to measure the resilience
of their privacy-preserving peer-to-peer file sharing application to attacks, such as Sybil attacks or network partitioning.
They deploy a large number of instances of their application
on a virtual network on the testbed, designating a subset of
that network to become “malicious” and launch the attacks.
Depending on the attack scenario, the testbed can measure
the impact on application performance whilst under attack,
measure if a subset of compromised nodes can de-anoymize
users, and other security, privacy, and performance metrics.
Use Case 3. Privacy engineer Gamma wants to learn about
and test out modern privacy-enhancing technologies (e.g.,
homomorphic encryption, secure multi-party computation,
and differential privacy which can be hard to understand and
use [2]). They can use the testbed to run experiments on these
technologies before deploying them in a final product. Such
technologies can be intimidating, hard to get working, and
sensitive to minor errors. Therefore, our testbed would make
these PETs more approachable and accessible for those who
do not need to understand the technical details and only need
assurance about the properties they preserve when deploying
them within their applications.
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Conclusion

In this paper, we presented a testbed design and sample use
cases to assist IT professionals in evaluating privacy behavior
of applications. We are currently in the prototyping stage of
building a working testbed with support for machine deployment, networking provided by software-defined networking
and the ability to capture network traffic originating from applications, and are in the process of finalizing the technology
stacks and analysis tools which should be included. Examples
of test applications that have been deployed are the Swiss
Covid-19 track and trace application, and a deployment of the
Signal framework. We are keen to hear opinions and thoughts
on how this platform can be better suited to the needs and
requirements of IT professionals – and also researchers.
Acknowledgments. This work is in support of the PETS
Testbed to be developed within the National Research Centre
on Privacy, Harm Reduction and Adversarial Influence Online
(REPHRAIN). EP/V011189/1.

Testbed Design

In order to accommodate the use cases described above, these
are three key functionalities of the testbed under development:
1. Deployment - The testbed should allow for the easy deployment of services and hosts, potentially numbering in
2 https://reports.exodus-privacy.eu.org/en/
3 https://github.com/pkumza/LibRadar
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