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Abstract
Our research focuses on understanding how attitudes and
social influences act on end users in the process of cybersecurity behavior adoption (or non-adoption). This work
draws on five expectancy-value models and on four stage
models that have been applied successfully in social psychology, marketing, and public health. In this talk, we will
first give an overview of these models. We then will present
the progress of our empirical mixed-methods research to
craft a model specific to cybersecurity adoption that identifies the relevant (1) attitudes and (2) social influences acting
at each step, along with (3) tech characteristics that are associated with sustained adoption. We will conclude with
remarks on how our work can be of use to cybersecurity
teams tasked with boosting awareness and/or adoption.

1. Motivation for Research
Computing systems are increasingly central to society, but
many people do not understand enough about how they
work or what cyber-threats to guard against [20]. McAfee
cited the “lack of organization-wide understanding of cyber
risks” in its estimate that the global costs of cybercrime had
jumped more than 50% in 2019-20, to over $1 trillion [30].
But, fixing this problem is expensive; enterprise security
training can cost around $300,000 and hundreds of staff
hours [29]. To reduce costs and improve awareness and
adoption, we believe that we should look outside of computer science and engineering and apply insights from social
psychology, marketing, and public health.
Prior empirical studies have found that, as with maskwearing [18] or vaccinations [16], people’s attitudes [13]
and social contexts [24,31] factor into the extent to which
they engage in protective behaviors for cybersecurity (such
as checking that their antivirus software is up-to-date or
keeping their account password confidential). Further, work
to create the SA-13 security-attitude inventory [3] has identified four factors -- Resistance, Concernedness, Attentiveness, and Engagement -- that weigh in a person’s cybersecurity decisional balance [19]. These findings echo stage models in public health [15] such as the Transtheoretical Model
[9,12,25,34] and the Precaution Adoption Process Model

[37,38], each successful in promoting measures such as
smoking cessation and home radon tests. Now, we seek to
integrate these findings with other proven models of behavior adoption, such as Diffusion of Innovations [27] concepts
of successful tech characteristics, and with empirical data
from end users to provide insights specific to cybersecurity.

2. Prior Models of Behavior Adoption
1.1. Expectancy-Value Models

Many models of behavior adoption have followed Vroom’s
theory that people act as a result of expectancy (how likely
an individual perceives that a desired, instrumental outcome
will occur) and value (how much the individual perceives
that outcome to have importance or utility) [32,33,36]. Five
of the most well-known are the following:
Decisional Balance Theory [3,19] posits that people weigh
the pros and cons of a decision, with action taking place
once the possible benefits and self- and social-approval
from the action outweigh the likely costs or disapproval.
The Health Belief Model [15,23] sets forth five components
that lead to action: background factors, motivation, perceived risks, perceived tradeoffs, and cues to action.
The Theory of Reasoned Action/Theory of Planned Behavior [1,14,21] presents attitudes, norms and perceived behavioral control as key moderators of how background factors
and beliefs lead to intention and action.
The Technology Acceptance Model [7,8,35] proposes that
external variables (such as gender, age, and skills) and user
appraisal (perceived ease of use, perceived usefulness, and
user attitudes) lead to usage intention and to actual usage.
Protection Motivation Theory [22,28] argues that, in the
presence of a threat, threat appraisal (perceived severity and
vulnerability) and coping appraisal (perceived response efficacy and self-efficacy) will lead to intention and action.
Each of the above models have proven useful in human factors studies of cybersecurity. However, they lack a consideration of the progress of time and the consequent evolution
of people’s cognition and of social contexts for behavior.
1.2. Stage Models
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The common thread in stage models is that they account for
the progress of time, roughly following the Lewin Change
Model of “unfreeze,” “move,” and “refreeze” [2,15]:
The Transtheoretical Model [12,25] proposes a cyclical
process of precontemplation, contemplation/preparation,

determination to act, action, and either maintenance or relape/termination.

generalized to the U.S. adult population, which we will use
to assess the validity of the model created in the first study.

The Precaution Adoption Process Model [37,38] breaks
down inaction into four substages (unaware, unengaged,
undecided, and decided not to act) and action into three substages (decided to act, action, and maintenance).

The resulting socio-cognitive model will help to move the
field of usable security away from “one size fits all” strategies, paving the way for a classification algorithm to direct
resources and match “interventions” (such as security tips or
interface nudges) to those most likely to benefit.

Diffusion of Innovations [27] integrates three submodels:
adopter stages (innovator, early, early majority, late majority, and laggards), environmental factors (messaging channels, time, and social systems) and attractiveness of innovation (relative advantage, complexity, trialability, potential
for re-invention, and observable effects).
Each has weaknesses. The Transtheoretical Model (TTM)
has not been experimentally validated like the Precaution
Adoption Process Model, while that model has not been as
widely adopted as the TTM; neither account for social influences by stage. Diffusion of Innovations is the most complex to implement and is not suited for small-scale issues.
However, the strengths of each of these models is that they
account for progress of time and the consequent evolution of
people’s cognition and of social contexts for behavior. This
helps practitioners to better match their messaging to their
target audience’s receptiveness, and to avoid “one size fits
all” tools or training that will be ignored or resented by a
portion of those users for whom it is not suited.

Ultimately, we hope this model will boost the sensitivity of
enterprise security applications that assess an organization’s
cybersecurity risks and inform the work of industry researchers on adoption of an array of solutions in their product-service systems, driving business value and improving
the effectiveness of dollars spent.
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